
Business Continuity; Impact Analysis; & Risk Mitigation Plan
	[Insert Company Name Here]	
Business Continuity Manager:	____________________
Plan Date:	____________________
Document Version:	____________________

This template is provided to assist, in the simplest way possible, the creation of a Business Continuity Plan (BCP) suitable for supporting small businesses. Larger organisations are referred to RISCAuthority’s FREE software toolkit (ROBUST) which is available at https://robust.riscauthority.co.uk/.
		This template is designed to be freely edited by the user. Tables may be copied and pasted to accommodate your requirements			“Take every opportunity in the methods you decide to use, the people you employ, the equipment you purchase, and the premises you occupy, to make your business more resilient to unforeseen events such as fire, flood, theft, supply chain and energy supply issues”		Copy to be kept offsite		No Copyright – Please amend, adjust, rebadge as required. As a free offering from RISCAuthority this is not to be resold. Terms and conditions of use may be found at www.RISCAuthortiy.co.uk/T&Cs/BCPTemplate




About your business
Fill in some basic information about your business and premises

	Company Name
	

	Company description
	



	Number of Staff
	Skilled
	
	Unskilled
	

	
	Clerical
	
	Manual
	

	Headquarters Contact details
	

Telephone:

	Number of Premises
	




	Premises 1
	

	Name
	

	Business Type
	

	Building Type
	

	Number of Floors
	

	Ground Area (m2)
	

	Number of Staff
	Skilled
	
	Unskilled
	

	
	Clerical
	
	Manual
	

	Address & Contact details
	

Telephone:

	Key items of equipment / processes at this location
	



….. duplicate for other premises as required

BCP and Recovery Team Members
	Name
	Role
	Contact Details

	
	
	

	
	
	

	
	
	

	
	
	




Summary Business Continuity Plans
(To be completed after using this BCP Template and incorporating any historic recovery experience or information from other continuity planning that might have been done. Refer to other tables in the document accordingly)

	In the event of:
	[Insert title of specific disruption here (i.e. CNC Machine breakdown)]

	Description:
	[Insert more detailed description of problem]

	Recovery Actions to be taken:
	·  
·  
·  
·  
·  
·  
·  

	Person to notify
	

	Relevant Contact details
	

	Other Information
	

	Tested? (Y/N) / Date
	



	In the event of:
	[Insert title of specific disruption here (i.e. CNC Machine breakdown)]

	Description:
	[Insert more detailed description of problem]

	Recovery Actions to be taken:
	·  
·  
·  
·  
·  
·  
·  

	Person to notify
	

	Relevant Contact details
	

	Other Information
	

	Tested? (Y/N) / Date
	



….. duplicate as required




Business Continuity, Impact Analysis, and Risk Mitigation Planning Tips & Definition

· Focus only on what is absolutely essential to the continued operation of your business.

· Think laterally – there may be quicker routes to continuing what you need to do other than the recovery of what has been damaged or lost. These may be done whilst what’s damaged is being repaired or replaced i.e. outsourcing to other businesses, renegotiation of contracts, using other methods etc.

· Don’t forget to test that your plan for recovery actually works

· Review your BC Plan regularly as the things your company does change

· Promote awareness of your Business Continuity Plan within the company

· Ensure your supplier / dependants have similar plans so their problems do not impact your business

Definitions:

	Service
	A general term to describe things you or your company does which may be manufacturing, selling, fixing something; or providing a service to others

	Hazard Event
	An Event that has potential to lead to loss of one or more important services through the damaging of one or more Critical Functions

	Impact
	Description of significant resulting damage to the provision of services which may result from the Hazard Event.

	Critical Function
	Equipment or people that, if damaged or lost, would cause significant harm to the provision of services i.e. telephone system, email & web services, databases, software, a machine or piece of equipment etc.

	Effect on Service
	The impact on a service(s) that denial of the Critical Function would have

	Resources required
	Resourced required to enable recovery of damaged Service i.e. generators, alternative premises, mobile phones, backup drives etc. 

	Data required
	Data required to enable recovery i.e. back-up databases, insurance details, staff lists, quality manual

	Priority
	Critical Functions arranged in order of importance to the business

	Current Mitigations
	Existing measures in place to reduce the impact of Critical Function damage

	Most at risk
	Critical Functions ranked in order of risk once Current Mitigations have been considered

	Additional Mitigations
	Potential measures that may be considered to reduce impact of Critical Function damage still further




Business Impact Analysis & Risk Mitigation Process
This Business Continuity Plan (BCP) uses a 7 step approach to analyse business sensitivities to a range of potentially hazardous events and considers the potential for damage to business critical function in association with currently in place protections. The process identifies residual high risk business functions where improved protection measures are recommended and provides additional support for when the BCP must be invoked. 







This template is provided to assist, in the simplest way possible, the creation of a Business Continuity Plan (BCP) suitable for supporting small businesses. Larger organisations are referred to RISCAuthority’s FREE software toolkit (ROBUST) which is available at https://robust.riscauthority.co.uk/.



Step 1: What might THREATEN your business?
From the table below select the hazards that you think might impact significantly on your company’s ability to do business. Add specific hazard events as appropriate.

	
	Hazard event
	Y/N
	
	
	Hazard event
	Y/N

	1.
	Fire
	
	
	11.
	Industrial action
	

	2.
	Flood
	
	
	12.
	Denial of access
	

	3.
	Loss of electricity supply
	
	
	13.
	Pandemic staff illness
	

	4.
	Loss of water supply
	
	
	14.
	Reputational Damage
	

	5.
	Loss of gas supply
	
	
	15.
	_______________________________
	

	6.
	IT failure – loss of services
	
	
	16.
	_______________________________
	

	7.
	Failure of key equipment
	
	
	17.
	_______________________________
	

	8.
	Theft of equipment
	
	
	18.
	_______________________________
	

	9.
	Theft of data
	
	
	19.
	_______________________________
	

	10.
	Loss of data
	
	
	20.
	_______________________________
	



For each of the hazards identified, using the table below; consider the potential impact of the event on your business; describe the protections already in place to curtail the impact; and note specific Critical Functions affected by the event (things that your company cannot now do or achieve). Critical Functions should be chosen carefully – identifying early the functions that will ‘truly’ critically damage business will reduce greatly the burden of undertaking this analysis. The same Critical Function may be affected by many hazards:




	
	
	

	Hazard Event
	Fire
	

	
	
	

	Impact

	







	

	Critical Functions that might be affected
	__________________
	___________________
	___________________
	

	
	__________________
	___________________
	___________________
	

	
	__________________

	___________________
	___________________
	





	
	
	

	Hazard Event
	Flood
	

	
	
	

	Impact

	







	

	Critical Functions that might be affected
	__________________
	___________________
	___________________
	

	
	__________________
	___________________
	___________________
	

	
	__________________

	___________________
	___________________
	







	
	
	

	Hazard Event
	IT failure
	

	
	
	

	Impact

	







	

	Critical Functions that might be affected
	__________________
	___________________
	___________________
	

	
	__________________
	___________________
	___________________
	

	
	__________________

	___________________
	___________________
	





	
	
	

	Hazard Event
	…
	

	
	
	

	Impact

	







	

	Critical Functions that might be affected
	__________________
	___________________
	___________________
	

	
	__________________
	___________________
	___________________
	

	
	__________________

	___________________
	___________________
	







	
	
	

	Hazard Event
	…
	

	
	
	

	Impact

	







	

	Critical Functions that might be affected
	__________________
	___________________
	___________________
	

	
	__________________
	___________________
	___________________
	

	
	__________________

	___________________
	___________________
	



….. duplicate as required

Step 2: What’s IMPORTANT to your business’ survival?
From the Step 1 analysis, list all Critical Functions (in no specific order) in the table below and provide additional relevant information. Delete any you decide upon reflection are not ‘Critical’ to business survival:

	
	Critical Function
	Description

	1.
	
	

	2.
	
	

	3.
	
	

	4.
	
	

	5.
	
	

	6.
	
	

	7.
	
	

	8.
	
	

	9.
	
	

	10.
	
	

	…
	
	

	…
	
	



….. extend as required


Step 3: What will you need to RECOVER lost capability?
Fill out the table below for each Critical Function Identified and consider:
· The effect that critical function loss will have on service(s) delivery in the allocated timeframes
· All resources required to mitigate loss of service delivery in the allocated timeframes

	Critical Function:
	

	
Effect on Service:

	Time
	Effect on Service

	First 24 hours
	·  
·  
·  

	24-48 hours
	· 
·  
·  

	Up to 1 week
	· 
·  
· 

	Up to 2 weeks
	· 
·  
· 

	
Resource Requirements for Recovery:

	Time
	Staff
	Relocation?
	Resources required
	Information required

	First 24 hours
	
	
	· 
·  
· 
	· 
·  
· 

	24-48 hours
	
	
	· 
·  
· 
	· 
·  
· 

	Up to 1 week
	
	
	· 
·  
· 
	· 
·  
· 

	Up to 2 weeks
	
	
	· 
·  
· 
	· 
·  
· 






	Critical Function:
	

	
Effect on Service:

	Time
	Effect on Service

	First 24 hours
	·  
·  
·  

	24-48 hours
	· 
·  
·  

	Up to 1 week
	· 
·  
· 

	Up to 2 weeks
	· 
·  
· 

	
Resource Requirements for Recovery:

	Time
	Staff
	Relocation?
	Resources required
	Information required

	First 24 hours
	
	
	· 
·  
·  
	· 
·  
· 

	24-48 hours
	
	
	· 
·  
· 
	· 
·  
· 

	Up to 1 week
	
	
	· 
·  
· 
	· 
·  
· 

	Up to 2 weeks
	
	
	· 
·  
· 
	· 
·  
· 



….. duplicate as required


Step 4: What’s most IMPORTANT to your business?
Based on the information supplied in Steps 1—3 list in order of priority Critical Functions in the table below.

Note:
· Critical Functions supporting most IMPORTANT and most URGENT services should be at the top. 
· Priority assigned should ignore any protection mitigations currently in place.


	Priority
	Critical Function

	1
	

	2
	

	3
	

	4
	

	5
	

	6
	

	7
	

	8
	

	9
	

	10
	

	…
	

	…
	



….. extend as required



Step 5: What’s most AT RISK in your business?
Consider the role that current mitigations play in reducing the risk of loss of a Critical Function and re-order with the most at-risk (unprotected) at the top.

	Most at risk
	Critical Function
	Current mitigations considered in ranking outstanding risk

	1
	
	· 
·  

	2
	
	· 
·  

	3
	
	· 
·  

	4
	
	· 
·  

	5
	
	· 
·  

	6
	
	· 
·  

	7
	
	· 
·  

	8
	
	· 
·  

	9
	
	· 
·  

	10
	
	· 
·  

	…
	
	· 
·  

	…
	
	· 
·  



….. extend as required



Step 6: What can you do to REDUCE RISK?
Consider possible additional mitigations that will act to reduce Critical Function risk.

	Most at risk
	Critical Function
	Possible additional mitigations

	1
	
	· 
·  

	2
	
	· 
·  

	3
	
	· 
·  

	4
	
	· 
·  

	5
	
	· 
·  

	6
	
	· 
·  

	7
	
	· 
·  

	8
	
	· 
·  

	9
	
	· 
·  

	10
	
	· 
·  



….. extend as required


When new protection is provided the BCP should be reviewed and rankings changed accordingly.


Step 7: What INFORMATION will you need when disaster strikes?
1. Contact list
i.e. Insurer, utility and material suppliers, key customers, personnel, Police, Ambulance and F&RS etc.

	Contact
	Office Number
	Mobile Number
	Useful information

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



….. extend as required




2. Addresses of alternative meeting locations
In the event that access to your own premises is not possible list alternatives with contact details:

	Meeting Location 1
	

	Name
	

	Contact name
	

	Address
	

	Postcode
	

	Telephone Number
	

	Fax
	

	WiFi SSID & Password
	SSID
	
	Password
	

	Information
	


 
	Meeting Location 2
	

	Name
	

	Contact name
	

	Address
	

	Postcode
	

	Telephone Number
	

	Fax
	

	WiFi SSID & Password
	SSID
	
	Password
	

	Information
	




….. duplicate as required





3. Emergency Response Checklist for Use During an Emergency

	· Start a log of actions taken:
	

	
	

	· Liaise with Emergency Services:
	

	
	

	· Identify any damage:
	

	
	

	· Identify Functions disrupted:
	

	
	

	· Convene your Response / Recovery Team:
	

	
	

	· Provide information to staff:
	

	
	

	· Decide on course of action:
	

	
	

	· Communicate decisions to staff and business partners:
	

	
	

	· Provide public information to maintain reputation and business:
	

	
	

	· Arrange a Debrief:
	

	
	

	· Notify your insurer:
	

	
	

	· Review Business Continuity Plan:
	

	
	

	· …:
	



….. extend as required


4. Log Sheet


	Date
	Time
	Information / Decisions / Actions 
	Initials

	
	
	
	






	Emergency response guidance

	On encountering an emergency situation the appropriate people should be gathered with an overall remit of:

	· Preserve and protect life, health, safety and welfare of staff, contractors and visitors 
· Safeguard business, jobs and the environment 
· Avoid or mitigate collateral damage to assets such as property, stock, equipment and hardware 
· Contain the ripple effect of disruption within the supply chain 
· Comply with legislative, regulatory or contractual obligations 
· Protect the reputation of the business and its stakeholders 
· Be able to integrate responses with the authorities 
· Add value by inspiring confidence 
· Respond to any disruption by continuing mission critical activities 
· Managing claims and consequential loss 
· Resuming business as usual in the quickest time
· Gain an advantage or seek opportunities


	Immediate Actions
	Golden hour (Control, Contain and Limit Damage Quickly)

	· Raise the alarm and call emergency services
· Activate the Incident Management Team (IMT) by telephone or face to face
· Refer to plans (Agenda)
· Start Log appoint scribe
· Collect BattleBox
· Escalate to Executive Management Team (Exec)
· Account for staff (by name and phone)
	· Move to EOC use whiteboards and flipcharts
· Tune into news, set up briefing times
· Call home cascade out with next briefing time
· Liaise with authorities/emergency services (single point of contact)
· Brief staff using template send non essential home
· Prepare holding press statement cascade out with next briefing time
· Assess damage to decide on invocation
· Upload hotline and web messages with next briefing time


	First Day (Gain Time and Plan for the Worst
	First Night

	· Put resources on standby (DR, Telco, transport, FM contractors assessment salvage and restoration, welfare - HR, premises - FM, PR and Communications, Other offices) 
· Call forward geo (0207) and non-geo (0845) telephone lines
· Call key accounts cascade out with next briefing time
· Call key suppliers cascade out with next briefing time
· Casualty assessment
· Staff briefing venue, time and documents

	· Check fatigue, stress and access to drinks/meals/rest
· Implement shift system
· Plan to populate DR or alternate site in sequence
· Prep notification to insurers and loss adjusters
· Prep notification to legal and banking
· Prep notification to Royal Mail and couriers
· Prep notification to regulators, HSE
· Check security arrangements






	Second Day (business Continuity not Crisis Management)
	Ongoing (Establish routine, Occupy Staff)

	· Seek opportunities
· Check risk radar… could it get even worse
· Brief staff and call in first tranche
· Get critical processes recovered with phones and systems
· Cancel non-essential travel, training and commitments
· Postpone or re-direct visitors by phone or signs
· Open In-Bound lines
· Clear backlog of despatch, duplicate if unsure
· Open technology for In-House critical applications
· Payroll and expenses arrangements
· Invoke departmental business continuity plans
· Collate incoming documentation
· Enquires, complaints and discrepancy handling
· Assess long term emotional/welfare issues
· Clean up and programme for return to primary site
· Start investigation take photos
· Approve capital expenditure/budgets
· Filing and archives management of off site locations including homeworking
· Recover any unique paperwork, (licences, bonds, blueprints, contracts, evidence, logs, photos)

	· Swift and complete internal communications beat rumours
· Welfare issues, praise and discipline
· Media handling and opportunities
· Cleaning/repairs/husbandry
· Investigation support
· Collaboration with authorities, HSE, regulators
· Increased costs of working budget
· Set targets, track activities and objectives
· Early insurance claim and recovery against others
· Risk radar and seeking upside
· Use esprit d’corps for business performance
· Ask for help, offer help to those affected



	
	







Insurance Details
	
Broker Details


	Broker

	

	Policy Number

	

	Claims Telephone Number

	

	Additional Information:






	
Buildings Insurance


	Insurer

	

	Policy Number

	

	Claims Telephone Number

	

	Additional Information:




	
Contents Insurance


	Insurer

	

	Policy Number

	

	Claims Telephone Number

	

	Additional Information:




	
Indemnity Insurance


	Insurer

	

	Policy Number

	

	Claims Telephone Number

	

	Additional Information:




	
Other Insurance


	Insurer

	

	Policy Number

	

	Claims Telephone Number

	

	Additional Information:



---------------------- END --------------------

Step 1


What might THREATEN your business?


What will you need to RECOVER?


Step 4


What's MOST IMPORTANT to your business?


Step 3


Step 2


Step 5


What's most AT RISK in your business?


Step 6


What can you do to REDUCE RISK?


What's IMPORTANT to your business' survival?


Step 7


What INFORMATION do you need to hand?
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